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Va lid a t in g  Yo u r De fe n s e s  
w it h  MITRE ATT&CK 

Ho w  t o  t e st  yo u r se cu rit y w it h  Co rt e x XDR a n d  
Sa fe Bre a ch , u sin g  MITRE ATT&CK 



Ag e n d a

MITRE ATT&CK 
Fra m e w o rk  & 
Eva lu a t io n s

ATT&CK Ro u n d  
4  Re s u lt s

Sa fe Bre a c h  
a n d  Co rt e x 
In t e g ra t io n

Q&A

?
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Ab o u t  t h e  MITRE ATT&CK 
Fra m e w o rk  & Eva lu a t io n s



Th e  MITRE ATT&CK Fra m e w o rk

● Th e  MITRE ATT&CK Fra m e w o rk h a s 
b e co m e  t h e  s t a n d a rd fo r h o w  t h e  
se cu rit y w o rld  co m m u n ica t e s  a b o u t  
a d ve rsa rie s  a n d  t h e ir t e ch n iq u e s

● ATT&CK st a n d s fo r Ad ve rsa ria l Ta c t ic s , 
Te ch n iq u e s & Co m m o n  Kn o w le d g e
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MITRE En t e rp ris e  ATT&CK Fra m e w o rk

Ad ve rs a rie s Ta c t ic s
● W h a t  a re  t h e y d o in g ?
● W h y a re  t h e y d o in g  it ?

Ad ve rs a rie s Te c h n iq u e s
● Ho w  a re  t h e y d o in g  it ?



MITRE En g e n u it y ATT&CK Eva lu a t io n s

● Mo t iva t io n  b e h in d  t h e  ATT&CK Eva lu a t io n s ?
● “Ve n d ors  a re  u sin g  ATT&CK t o  a rt icu la t e  t h e ir ca p a b ilit ie s , b u t  t h e re  is  n o  n e u t ra l a u t h o rit y t o  

e va lu a t e  t h e ir c la im s”

● W h a t  ARE t h e  ATT&CK Eva lu a t io n s ?
● Op e n , t ra n sp a re n t  & ob je c t ive . Me t h od o log y a n d  re su lt s  p u b lish e d  op e n ly a n d  c le a rly

● Eva lu a t e s  b o t h  P ro t e c t ion  a n d  De t e c t ion  e ffica cy (P ro t e c t ion  s t a rt in g  rou n d  3)

● Sim p ly a  com p ila t ion  o f t h e  d e t e c t ion s  MITRE En g e n u it y ob se rve s  in  re sp on se  t o  a n  

e m u la t e d  a d ve rsa ry's  t a c t ic s  a n d  t e ch n iq u e s

● W h a t  a re  t h e y NOT?
● Not  d e sig n e d  t o  a d d re ss  n o ise  o r fa lse  p osit ive s  

● Not  m e a n t  t o  b e  a  com p e t it ive  a n a lysis  t h a t  p rod u ce s  a  sco re

● No ra n kin g s o r ra t in g s



En t e rp ris e  4  
Eva lu a t io n s

W iza rd  
Sp id e r  &  
Sa n d w o rm



En t e rp ris e  4  Ad ve rs a rie s : W iza rd  Sp id e r

● Ru ssia -b a se d  - Fin a n c ia lly m o t iva t e d
● Also  Kn o w n  As:

● MITRE ATT&CK Gro u p  ID: G0 0 0 8
● Grim  Sp id e r, UNC18 78 , TEMP .MixMa st e r

● Kn ow n  Fo r:
● Co n t i ra n so m w a re
● TrickBo t
● Ryu k Ra n so m w a re
● CISA Ale rt :  R a n s o m w a r e  c a m p a i g n  a g a i n s t  U S  H o s p i t a l s
● Lin ke d  t o  Ru ssia  t h ro u g h  TrickBo t  Le a ks

https://attack.mitre.org/groups/G0102/
https://unit42.paloaltonetworks.com/conti-ransomware-gang/
https://unit42.paloaltonetworks.com/tag/trickbot/
https://unit42.paloaltonetworks.com/ryuk-ransomware/
https://www.cisa.gov/uscert/ncas/alerts/aa20-302a


A Clo s e r  Lo o k  a t  Co n t i Ra n s o m w a re
Use d  b y W iza rd  Sp id e r

https://start.paloaltonetworks.com/unit-42-ransomware-threat-report.html


En t e rp ris e  4  Ad ve rs a rie s : Sa n d w o rm

● Ru ssia -b a se d  d e st ru c t ive  t h re a t  g ro u p
● Also  Kn o w n  As:

● ATT&CK Gro u p  ID: G0 0 34
● Ru ssia 's  Ge n e ra l St a ff Ma in  In t e llig e n ce  Dire c t o ra t e  (GRU) Ma in  

Ce n t e r fo r Sp e c ia l Te ch n o lo g ie s  (GTsST) m ilit a ry u n it  74 4 55.
● ELECTRUM, Te le b o t s , IRON VIKING, Bla ckEn e rg y, Qu e d a g h , 

VOODOO BEAR

● Kn ow n  Fo r:
● 20 15-20 16 At t a cks a g a in st  Ukra in ia n  Ele c t rica l In fra st ru c t u re

● 20 17 No t P e t ya At t a cks
● 20 18  Olym p ic  De st ro ye r Sou t h  Kore a
● 20 22 Lin ke d  t o  He rm e t icW ip e r

https://attack.mitre.org/groups/G0034/
https://attack.mitre.org/software/S0368/
https://attack.mitre.org/software/S0365/
https://unit42.paloaltonetworks.com/preparing-for-cyber-impact-russia-ukraine-crisis/
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3  Eva lu a t io n  Sc e n a rio s :
● Da y 1: De t e c t io n  W iza rd  Sp id e r  TTP s
● Da y 2: De t e c t io n  Sa n d w o rm  TTP S
● Da y 3: P ro t e c t io n  c o m b in e d  TTP S

De t e c t io n : 19  At t a c k  St e p s  a n d  10 9  s u b s t e p s
P ro t e c t io n : 9  At t a c k  St e p s

W iza rd  Sp id e r

Sa n d w o rm

Co m m o n



En t e rp ris e  4  
Eva lu a t io n s

Co rt e x XDR Re s u lt s



MITRE En g e n u it y 
De t e c t io n  Ca t e g o rie s
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MITRE En g e n u it y En t e rp ris e  4  ATT&CK Eva lu a t io n  Re s u lt s : Co rt e x XDR

Co rt e x XDR Re s u lt s :
● 10 0 % P re ve n t io n in  t h e  P ro t e c t io n  e va lu a t io n  (9  o f 9)
● 10 0 % De t e c t io n o f a ll a t t a ck s t e p s  (19  o f 19)
● 9 8 .2% An a lyt ic  Co ve ra g e (10 7 o f 10 9  a t t a ck su b st e p s)
● 9 8 .2% Te c h n iq u e -Le ve l De t e c t io n s (10 7 o f 10 9  a t t a ck su b st e p s)
● 9 8 .2% Vis ib ilit y (10 7 o f 10 9  a t t a ck su b st e p s)



P ro t e c t io n  Eva lu a t io n



En t e rp ris e  4  Eva l: P ro t e c t io n



Ou t  o f t h e  Bo x Re s u lt s
(Co n fig  Ch a n g e s  Exc lu d e d )



Co n fig u ra t io n  Ch a n g e s

MITRE En g e n u it y id e n t ifie d  

d e t e c t io n s t h a t  w e re  b a se d  

o n  co n fig u ra t io n  ch a n g e s.

Be  w a ry o f so lu t io n s t h a t  

re q u ire d  a  h ig h  n u m b e r o f 

co n fig u ra t io n  ch a n g e s t o  

p ro d u ce  t h e ir re su lt s .



En t e rp ris e  4  Eva l: Vis ib ilit y  (Co n fig  Ch a n g e s  Exc lu d e d )



En t e rp ris e  4  Eva l: Te c h n iq u e  De t e c t io n s  (Co n fig  Ch a n g e s  Exc lu d e d )



Co n fig u ra t io n  Ch a n g e s
In c lu d e d



En t e rp ris e  4  Eva l: Te c h n iq u e  De t e c t io n s  (W it h  Co n fig  Ch a n g e s )



Co rt e x XDR a n d  
Co rt e x XSOAR
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W h y Se c Op s  Te a m s  Ne e d  a  Ne w  Ap p ro a c h

To o  m a n y a le r t s

11,0 4 7  
a le rt s  a  d a y

To o  m a n y t o o ls

4 5
p o in t  p ro d u c t s   

To o  m a n y m is s e d  
a t t a c k s

$ 4 .2M
a ve ra g e  c o s t  o f a  

b re a c h   





Fin d  s t e a lt h y a t t a c k s  w it h  
AI & c ro s s -d a t a  a n a lyt ic s

Qu ic k ly in ve s t ig a t e  w it h  
ro o t  c a u s e  a n a lys is  

Co n t a in  a n y t h re a t  w it h  
c o o rd in a t e d  re s p o n s e

Co rt e x XDR St o p s  Ra n s o m w a re  & Ad va n c e d  Th re a t s
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P re -e xe c u t io n P o s t -e xe c u t io nClo u d

De vice  co n t ro l, d isk 
e n c ryp t io n  a n d  fire w a ll 
re d u ce  a t t a ck su rfa ce

Op t io n a l AV sca n n in g  
a n d  o n -p re m  b ro ke r fo r 

co m p lia n ce

Be h a vio ra l Th re a t  
P ro t e c t ion  t o  b lock 

e va sive  & file le ss  a t t a cks

St op s a t t a cks b y 
a n a lyzin g  ch a in s o f 

e n d p o in t  e ve n t s  

Th re a t  
In t e llig e n c e

Clo u d -Ba s e d
An a lys is

Ma lic io u s  P ro c e s s  
P re ve n t io n

Ra n s o m w a re  
P ro t e c t io n

P re ve n t s  kn ow n  
t h re a t s  w it h  in t e l 

g a t h e re d  from  
W ild Fire

P re ve n t s  
Un kn ow n  

t h re a t s

De t e c t s  a d va n ce d  
u n kn ow n  t h re a t s

St op s sc rip t -b a se d  
t h re a t s

Blocks 
ra n som w a re  

AI-Drive n
Lo c a l An a lys is

P re ve n t s  
vu ln e ra b ilit y 

p ro filin g  u se d  b y 
e xp lo it  kit s  

Re c o n n a is s a n c e
P ro t e c t io n

Blocks e xp lo it  
t e ch n iq u e s u se d  

t o  m a n ip u la t e  
g ood  a p p lica t ion s

Te c h n iq u e -Ba s e d  
Exp lo it  P re ve n t io n

Blocks e xp lo it s
b y t e ch n iq u e , 

in c lu d in g  ke rn e l 
e xp lo it s

Te c h n iq u e -Ba s e d  
Exp lo it  P re ve n t io n

Be h a vio ra l Th re a t  
P ro t e c t io n

Co m p re h e n s ive  En d p o in t  P ro t e c t io n
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SEM Co rt e x XDR Ma il Ot h e r So u rc e s ISAC Op e n  So u rc e P re m iu m  Au t o Fo c u s  

Ale rt s Th re a t
In t e l fe e d s

Au t o m a t io n  & 
Orc h e s t ra t io n

Re a l-t im e
Co lla b o ra t io n

Ca s e
Ma n a g e m e n t

Th re a t  In t e l
Ma n a g e m e n t

P la yb o o k -d rive n  a u t o m a t io n

Ma rk e t p la c e

Co rt e x XSOAR
Ec o s ys t e m

Co m m u n it y

70 0 +
Th ird -p a rt y

t o o ls
SIEM To o ls P e o p le AP I



Eve n t s

Ale rt s  /  
In c id e n t s

Au t o m a t e d  /  
Ma n u a l An a lys is

Ma jo r  In c id e n t s

DAY IN THE LIFE OF THE P ALO ALTO NETW ORKS SOC

16 .6  B Eve n t s

4 6 7  Ale r t s
6 7  In c id e n t s

58  Au t o m a t e d  
9  Ma n u a l

0

10
SECONDS

1
MINUTE

Me a n  Tim e  t o  De t e c t

Me a n  Tim e  t o  Re s p o n d  
(Hig h  p rio rit y)

P a lo  Alt o  Ne t w o rk s  SOC a c h ie ve s  a  1-m in u t e  re s p o n s e  t im e



P a lo  Alt o  Ne t w o rk s  
Co rt e x a n d  Sa fe Bre a c h



Vis u a lize  Yo u r P o s t u re  w it h  
MITRE ATT&CK De t a ils

• MITRE ATT&CK He a t  Ma p

• Risk Sco re

• Exp lo re r Vie w  o f Kill Ch a in

• Exe cu t ive  Da sh b o a rd s



Sa fe Bre a c h  - Co rt e x XSOAR In t e g ra t io n

Clo se d -Lo o p  Au t o m a t e d  Bre a c h  Re m e d ia t io n  

Dis c o ve r s e c u rit y g a p s
w it h  c o n t in u o u s  

b re a c h  s im u la t io n

Re m e d ia t e  a n d  va lid a t e  
m isse d  IOCs  

a u t o m a t ic a lly

Ma xim ize  t h e  va lu e
o f yo u r e xis t in g  

se c u rit y c o n t ro ls

+



1.Sa fe Bre a c h  
s im u la t e s  a t t a c k s  
t h a t  t r ig g e r  Co rt e x 
XDR ru le s

2.Se c u rit y  e ve n t s  
c o lle c t e d  a n d  
s e c u rit y  a c t io n  
va lid a t e d

Co rt e x XDR a n d  Sa fe Bre a c h  In t e g ra t io n

● P ro vid e  u n p a ra lle le d  vis ib ilit y in t o  e n d p o in t  se cu rit y p e rfo rm a n ce
● Co n t in u o u sly e xe cu t e  a t t a cks  t o  b a se lin e , m o n it o r, a n d  d e t e c t  a n y 

d e via t ion  in  co ve ra g e . 
● Op t im ize  e n d p o in t  co n fig u ra t io n s  w it h  Sa fe Bre a ch  In sig h t  re m e d ia t io n s . 



Sim p lify Co n fig u ra t io n  Up d a t e s  w it h  Co rt e x XSOAR & Co rt e x XDR

● Au t o m a t e  t e s t  a t t a cks a g a in st  
Co rt e x XDR e n d p o in t s  w it h  a  
Co rt e x XSOAR co n t e n t  p a ck:

○ Id e n t ify w h ich  IOCs w e re  n o t  
b lo cke d

○ Au t o m a t ica lly re m e d ia t e  
u n b lo cke d  IOCs

○ Re ru n  a t t a ck sce n a rio s  t o  
e n su re  a ll se cu rit y g a p s a re  
a d d re sse d . 

● St re a m lin e  co n fig u ra t io n  
u p d a t e s  w it h  XSOAR p la yb o o ks. 
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Qu e s t io n s ?



Th a n k  Yo u

Ma y 18 , 20 22 |  9a m  P DT
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