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This  is  a  prac tione r- to-prac tione r conve rs ation, 
art of pos s ible  conve rs ation cannot be  trea te d  as  
declara tion of future  capabilitie s . 



Cybe rc rimina ls  re ma in ade pt a t  s ucce s s fully 
infiltra t ing  organiza tions  ac ros s  the  g lobe

Evolving threat landscape Top industries  targe ted
Percentage  of a ttacks

21%
Rans omware  s hare  
of a ttacks

41%
Attacks  exploited phishing 
for initia l acces s

$401M
Average  cos t of a  
mega data  breach 
(50 -65M records )

2 ,204%
Increas e  in reconnais s ance  
agains t Operational 
Technology (OT) devices

23%

20 21

Manufacturing

22%

13%

18%

23%

9%

Finance  and 
Ins urance

Profes s ional and 
Bus ines s  Service 20 20

Year-over-year increas e  in Linux rans omware  
innovation acros s  c loud environments

Sources : 2022 IBM X-Force Threat Inte lligence Report; 
2021 IBM Security Cos t of a Data Breach Report

Linux threats  on the  rise



We  a ttribute  the s e  s e curity e xpos ure s  to the s e  ke y dynamics

Organizations lack reliable controls 
to pre ve nt bus ine s s  d is ruption

Skills  gap Lack of vis ib ility 

Attacke rs  a re  
us ing  automation

Te chnology s prawl

Ne w & Expanding  
Attack Ve c tors



What we ’re  he a ring  from c lie nts  
From thousands of engagement across the world, 
we ’ve  he ard  some  common se curity conce rns . 

De tect and 
respond to 
threats  fas te r

Reduce  mean 
time  to 
re solution

Safeguard   
workloads  in 
hybrid multi-cloud 
environments

Enhance
and leve rage  
exis ting security 
inves tments

Presenter Notes
Presentation Notes




What we  he a r from our ana lys ts

Reduce 
noise , enrich 
with inte l and 
context

Be tte r tools  
for triage , 
inves tigation 
and response

Immers ive  and 
hands-on 
learning of 
late s t attacks

Make  
the  security 
technologies  
e ffective

Presenter Notes
Presentation Notes




Under prepared client was at risk 
of major financ ia l opportunity

$100K cost increase Any Security issues ? Identify the issues Engaging Incident response Breach analysis and mitigation



Well prepared client avoided business disruption 
through fas te r de te c tion and  re sponse  

Unusual activity

Notified victim devices 

Isolated machines

Engaged Incident response

Source identified Remediation

Additional rules applied



We should Prepare to address evolving threats, 
re spond and prote ct fas te r



Take a two -pronge d approach through the  thre at 
manage me nt life cycle  to improve  e nte rprise  re s ilie ncy



1. Pre pa re  the  de te c tion and  prote c tion te chnolog ie s

Adopt a risk based approach
Harde n sys te ms , de te ct drift and automate  to re me diate

We aponize d Exploits  (WX) ce ntric  risk-base d 
approach to vulne rability Manage me nt

Se curity te chnology optimization (e x. FW rule  optimization )

Continuous  improve me nt through MITRE ATT&CK-base d 
SIEM pos ture  asse ssme nt and re comme ndation

Automate  adve rsaria l s imulation with 
BAS to proactive ly asse ss  and e nforce



Skills and expertise through 
imme rs ive  e ducation and tra ining 
Happy analys ts , happy clie nts ; 
Quality of Expe rie nce  improve me nt 
for Clie nts  and IBM’e rs

Le arn la te s t and gre ate s t a ttacks  
through Bre ach Attack Simulation on 
re pre se ntative  Hybrid  c loud lab

Information curate d in s ingle  pane  of glass , 
re duce  scre e n surfing and s te ps

2 . Pre pa re  the  ana lys ts



3 . Pre pa re  AI

Improve response time through AI-e nable d 
multila te ra l de te ction and re sponse
Re duce  noise  for analys ts  with AI so 
the y can focus  on high value  a le rts

Re duce  triage  time  through 
re commendations  with e xplanation 
and re asoning

Fas te r inves tigation through s tructured 
playbooks  with inte l e nrichment and 
intuitive  visualization   

Automated re sponse  through 
fact-base d e nrichment



Can we predict to prevent ?
Use  s imulation data  from Bre ach & 
Attack Simulation to tra in and te s t 
AI mode ls . Use  it for e arly warning?

Proactive ly asse ss  se curity controls  
pos ture  and re me diate    

Spe culative  cause  (be fore ) and 
e ffe ct (afte r) hypothe se s



Thousands of IBM Researchers in 12 labs across 
6 continents  are  busy working on security 
projects  that will shape  our future

Ready for future battles

Good AI 
versus bad
IBM res earchers  are  finding 
ways  to addres s  the  
weaknesses  found in AI s ys tems

Blockchain 
for security
IBM invented the  way to 
s hare  threat inte lligence  that’s  
anonymous  and trus ted

Quantum-safe  
cryptography
Lattice  cryptography
will protect organizations  
from quantum-enabled hackers

Securing the  
world of things  
IBM researchers  are  working 
on cryptographic algorithms  and 
protocols , and key management 
to enable  end-to-end IoT security



Q&A
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