
O V E R V I E W
Today, due to customer demand and the rise of new 
products and services, financial services institutions 
(FSIs) of all sizes must be able to access a wide variety 
of digital resources quickly and efficiently. This places an 
enormous strain on their IT and security teams to ensure 
their cybersecurity defenses are impenetrable.

Bad actors are taking advantage of this digital 
transformation and pose a great threat to the global 
financial system, financial stability, and confidence in the 
integrity of the financial industry. According to a recent 
Boston Consulting Group report, finance institutions are 
300 times more likely than other sectors to be targeted 
by cyberattacks—and the costs of those attacks are 
higher than for any other sector.
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Global Financial Security Team 
Shores Up Their Cybersecurity 
Defenses with SafeBreach 

https://fintechmagazine.com/banking/banks-need-best-practices-to-fight-rising-cyberattacks


Challenges
FSIs face a myriad of challenges, and the impact has resulted in a 1,318% increase in 
ransomware attacks in 2021. Some of these top challenges include:
Digital Transformation and Innovation: As FSIs adopt new technologies to increase business 
efficiencies and drive new business, they are now operating more with new applications, 
devices, and infrastructure, all of which increase their attack surface and risk both to their 
company and customers.
Complicated Legislation and Regulations: As FSIs become more reliant on technology and 
data to deliver services to customers, the regulatory landscape is also changing. According 
to research conducted by the Banking Policy Institute’s technology division (BITS), CISOs 
currently spend 40% of their time resolving numerous regulatory agency requirements as 
compliance becomes stricter in their enforcement.
Supply Chain Complexity: The provision of financial products and services by third parties 
is booming and mandates are asking banks and other financial institutions to share data 
and allow licensed third-party payment service providers access to bank infrastructure 
and account data placing additional pressure on IT and security teams to protect valuable 
customer data.
Limitations of Traditional Security Tools: Traditional scanning and testing technologies 
struggle in a DevOps world. With the use of more applications, emphasis on investing in the 
right security tools is needed as FSIs shift left more heavily.

Customer Goals 
A global financial customer experienced a breach where a hacker exploited an insecure 
URL in which information sent between a user and server was intercepted, leading to stolen 
authentication credentials, including access tokens and other sensitive information.
However, traditional security testing tools were proving inadequate to identify such well-
known misconfigurations and failed to identify the security gaps that led to this exploit. The 
customer struggled with whether they should purchase new autonomous testing solutions 
knowing their current tech stack may be inadequate to meet their security requirements. 
Based on this, our customer relied on SafeBreach to conduct breach-and-attack simulations 
to achieve the following goals:

1. Validate endpoint security controls to mitigate software insecurities

2. Test how well their platform performs against actual attacks

3. Run attack simulations to validate perimeter security controls

https://www.securitymagazine.com/articles/96128-banking-industry-sees-1318-increase-in-ransomware-attacks-in-2021
https://www.hsgac.senate.gov/imo/media/doc/Testimony-Feeney-2017-06-21.pdf
https://www.hsgac.senate.gov/imo/media/doc/Testimony-Feeney-2017-06-21.pdf


C U S T O M E R  G O A L  # 1

Validate Endpoint Security Controls  
to Mitigate Software Insecurities
Endpoint protection is a critical component of data exfiltration prevention. Because 
data exfiltration focuses on retrieving, transferring, and copying data on endpoints, 
and endpoints have historically provided one of the easiest access points for hackers, 
financial institutions must look to comprehensive security control validation solutions 
like the SafeBreach platform to identify endpoint weaknesses and shore up defenses 
against threats such as data exfiltration.
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SafeBreach Benefits Driving Outcomes

Lateral movement simulations: 
SafeBreach ran lateral movement attack simulations in their 
network to identify techniques attackers use to gain access 
and escalate privileges for execution. Using finance-specific 
MITRE ATT&CK simulation techniques used by threat actors to 
assess the efficacy of endpoint security against these attack 
vectors allowed the customer to see how well their platform 
performed against these actual attacks, providing insights to 
optimize and mitigate security weaknesses in their network. 



C U S T O M E R  G O A L  # 2

Test How Well Their Platform Performs  
Against Actual Attacks
Using finance top 16 MITRE TTPs, SafeBreach ran these real-world attack scenarios 
to test network security against these attack vectors allowing the customer to see 
how well their platform performed against actual attacks, providing insights into 
strengthening their overall cyber resiliency. 

O U T C O M E S
Strengthened Security 
Posture and Overall 
Cyber Resiliency

SafeBreach Benefits Driving Outcomes
SafeBreach conducted red/blue teaming exercise that included:

Finance-specific MITRE TTPs attack scenarios: 
SafeBreach was able to run finance-specific attack scenarios 
that leverage the MITRE ATT&CK framework, including the Top 
16 MITRE TTPs as well as full MITRE coverage scenarios of 
real-world attacks that have occurred in the financial industry.

Lateral movement simulations: 
Ran lateral movement attack simulations in their network to 
identify techniques attackers use to gain access and escalate 
privileges for execution. Using ATT&CK simulations from threat 
groups to test network security against these attack vectors 
allowed the red and blue teams to see how well their platform 
performed against actual attacks, providing insights to improve 
their security posture while better preparing the security 
operations teams against such threats.

https://www.safebreach.com/resources/blog/top-16-mitre-attack-ttps/


C U S T O M E R  G O A L  # 3

Run Attack Simulations to Validate  
Perimeter Security Controls
Network borders have multiple layers and looking at the policy for network border 
filtering is important to permit the flow of legitimate traffic, while closing security gaps 
in the network perimeter without impacting business operations. When it comes to 
network traffic, identifying and blocking potential cyberattacks is crucial.

O U T C O M E S
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SafeBreach Benefits Driving Outcomes

Validate all layers of network:
SafeBreach ran attack simulations and validated the efficacy of 
security controls at all layers of their network independently and 
at each stage of the defense process. Security control efficacy 
was validated at the network border identifying gaps with 
firewall rules and allowed the customer to address weaknesses 
proactively and mitigate the associated risk. 
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S A F E B R E A C H . C O M

In Summary
FSIs often have some of the most comprehensive and mature 
security controls in all the industry sectors, and it goes without 
saying that the rewards are high for criminals who seek to gain 
direct access to their network and valued customer data. Therefore, 
the importance of effective tools that can easily integrate into 
the ecosystem across the control validation process is key to the 
success of a security program.

As FSIs update their IT and security technology and programs, 
managing the growing attack surface will continue to become more 
complex and dispersed, both on-premises and in the cloud. New 
business initiatives and digital transformation to help drive new 
revenue will pose new threats as well. The SafeBreach solution is a 
direct response to a more integrated approach to validating security 
controls and prioritizing potential threats, while continually refining  
an organization’s security posture.


