
Replay the highlights and unpack the takeaways from SafeBreach’s first-annual 
Validate summit, where cybersecurity leaders gathered to discuss how to drive 
proactive security measures and make the strategic shift from defense to offense.
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Security Is a  
Team Sport 
On April 28, 2022, SafeBreach held its first-ever Validate summit at 
Levi’s Stadium—home of the San Francisco 49ers and recognized as 
the world’s most high-tech stadium—in Santa Clara, California. This 
event brought together top cybersecurity leaders and innovators to 
discuss the changing requirements to build and optimize a proactive 
security organization.
Cybersecurity is often defined by defensive actions, but recent disruption has 
prompted organizations to reconsider their strategies. A rise in newsworthy 
security incidents has increased the pressure on security leaders to enable 
business growth, while enhancing resiliency, optimizing protection, and more 
effectively managing risk. 
A shift to the offensive line can enable your organization to achieve this, and there 
are a variety of tools, approaches, and frameworks to help. But it can be difficult 
to navigate how these elements work together, how they fit within your existing 
technology stack, and how you can leverage them to put your defenses to the test.  

V O I C E S  F R O M  V A L I D A T E   3

SafeBreach CEO & Co-Founder Guy Bejerano and 
CTO & Co-Founder Itzik Kotler at Levi’s Stadium.
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That’s where Validate 2022 came in. It marked the next critical play in 
SafeBreach’s game plan to foster a formidable cybersecurity community 
and elevate proactive enterprise security programs. Our expert speakers 
delivered a variety of thought-provoking presentations and interactive 
discussions with actionable guidance you can follow to refine your security 
strategies, including: 

 ■ What the path to proactive security looks like to your stakeholders
 ■ How to implement effective strategies that ensure resilience
 ■ What tools, techniques, and principles support a proactive approach
 ■ How to overcome common security barriers organizations face

With this guide, we welcome you to explore the wide range of topics 
covered and ideas shared at SafeBreach’s inaugural Validate summit. 
Continue reading to gain key insights from industry experts about how to 
elevate your security posture and make the shift from defense to offense.
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“The security market is broken. Organizations have too 
many tools that aren’t being used effectively. This is 
why we’ve gathered thought leaders from across the 
industry for this first-ever Validate summit. We are all 
here to connect and challenge one another. Together, 
let’s build the community that will drive the change we 
want to see.”

 Guy Bejerano 
CEO & Co-Founder 

SafeBreach

Your one-stop SafeBreach shop awaits—get your questions 
answered, connect with peers, provide feedback, and more.

Join Our Support Community >

https://support.safebreach.com/


When ransomware attacks happen, the results can be crippling on 
a wide scale. As these attacks grow more frequent, with increased 
variety in methods and vectors, the biggest concern is not data 
breach or malware—it’s disruption of business operations. 
Attackers are increasingly using AI and automation to enhance the 
pace at which they can hit targets, and today’s organizations lack the 
reliable controls and resources needed to keep up, leaving many at 
risk for catastrophic business disruption.

Srini challenged organizations to do better by rising above the 
reactive, detect-and-respond security approach that leaves too much 
to chance. To move in this direction, he proposed a proactive three-
step remedy of prepare, protect, and prevent.

Preparing to 
Prevent Disruption
Srinivas “Srini” Tummalapenta, distinguished engineer and CTO 
of IBM Security Services, led the day’s first session. IBM’s annual 
data breach and threat intelligence reports are curated from 
exercises and analysis of over 4,000 IBM clients. When viewed 
in conjunction with Crowdstrike’s Global Threat Report, a clear 
picture emerges of our current threat landscape. Here are some 
of the striking findings Srini presented during his keynote address:

Improve the effectiveness 
of security programs
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https://www.ibm.com/thought-leadership/institute-business-value/en-us/report/ai-cybersecurity
https://www.ibm.com/reports/threat-intelligence/se-en/
https://www.ibm.com/reports/threat-intelligence/se-en/
https://www.crowdstrike.com/resources/reports/global-threat-report/


By preparing detection and protection technologies, along with 
reliable analytics and well-trained analyst support, organizations can 
bolster their resilience to attacks. This all starts with adopting a risk-
based approach, for which Srini offered the following checklist:

Harden system controls, improve detection of security drift, and 
automate to remediate

Prioritize patching of the most critical weaponized exploits in your risk-
based vulnerability management process, based on your environment 

Optimize protection security technology (e.g., firewall rule optimization, 
IPS tuning, etc.)

Invest in continuous improvement through MITRE ATT&CK-based 
security information and event management (SIEM) posture assessment 
and recommendations

Automate adversarial simulation with breach and attack simulation (BAS) 
to proactively assess and enforce your security control ecosystem
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“Cybersecurity is a team sport. It’s not us against 
each other. It’s us versus the bad guys.”

Srinivas Tummalapenta  
Distinguished Engineer & CTO  

IBM Security Services

For more insights from Srini’s presentation, including how IBM Security Services has 
leveraged BAS, AI, and automation to keep up with increasingly sophisticated attackers, 
be sure to check out the full recap on the SafeBreach blog. 

https://www.safebreach.com/resources/voices-from-validate-preventing-disruption/


While the ServiceNow and SafeBreach partnership will 
continue to evolve, Lou outlined how critical SafeBreach’s 
BAS capabilities have become in ServiceNow’s mission to 
enable progressive security operations. He demonstrated 
this by laying out two principles for transforming enterprise 
security: 

 ■ Develop a Baseline – Create an accurate, detailed 
system of record on where you are today. This can only 
be accomplished with full visibility into your security 
ecosystem. Bringing in simulation technology like 
SafeBreach is key to fleshing out that baseline.

 ■ Advance the Baseline – Prioritize mitigation efforts and 
acquire the necessary context, tools, and resources. 
SafeBreach is vital here as well, not only in providing 
continuous validation, but also in helping determine the 
right remediation steps to take first.

Transforming 
Enterprise Security
We were honored to host a session led by Lou Fiorello, 
ServiceNow’s vice president and general manager of security 
products, on why ServiceNow invested in and partnered 
with SafeBreach and how our shared vision will transform 
enterprise security for our joint clients.
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“We’re seeing a growing need for security departments to 
enable better collaboration and drive security outcomes 
across the enterprise.”

 Lou Fiorello  
VP & General Manager of Security Products  

ServiceNow

By adding real-world simulation context, SafeBreach helps 
ServiceNow improve upon its established security strategy of 
empowering enterprise-wide workflow visibility. The holistic view 
this integration provides will enhance security operations at all 
levels of the organization.
SafeBreach’s simulation results, control insights, and other 
data will integrate with three key products of the ServiceNow 
platform: Security Incident Response, Threat Intelligence, and 
Vulnerability Response. 
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To learn more about what ServiceNow and SafeBreach have planned for the future of our 
cybersecurity technology partnership, get all the details on the SafeBreach blog. 

https://www.safebreach.com/resources/blog/voices-from-validate-transforming-enterprise-security/


Deloitte noted the unique value SafeBreach delivers across enterprises to 
answer a range of security questions for diverse parts of the organization. 
Deloitte also appreciates that SafeBreach constantly updates the attack 
methods in its comprehensive Hacker’s Playbook. 
Many Deloitte clients choose to leverage BAS to augment time-consuming, 
manual tasks like penetration testing and red-teaming with continuous 
automation. SafeBreach enables red teams to focus on higher-gain activities, 
rather than basic testing.

“We’re bullish about including BAS as part of the attack surface 
management lifecycle to help our clients better understand their 
environment, inform risk prioritization, and validate remediation 
activities. SafeBreach is more than a single solution. It becomes an 
extension of your security team’s capabilities.”

Andrew Douglas  
Managing Director of Cyber Risk Services 

Deloitte

Ransomware concerns tend to top the list for Deloitte clients—for which 
SafeBreach provides comprehensive coverage—but there are many other 
use cases and threat vectors where SafeBreach has proven to be a versatile 
and reliable platform.

Responding to 
Cyber Escalation
Deloitte’s Andrew Douglas, managing director of cyber risk 
services; Andrew Rafla, principal of cyber risk services; and 
Sam Rassam, specialist master, discussed how SafeBreach has 
become a critical element of their offensive security program 
and attack surface management (ASM) lifecycle—both for their 
clients and for Deloitte itself. 

Amid ongoing cyber threat escalation and rising geopolitical 
tensions, Deloitte has seen a boom in demand for more effective 
ways to evaluate endpoint security controls. Armed with 
SafeBreach, Deloitte has helped its clients take an increasingly 
proactive approach to stress-testing their environments.
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https://www.safebreach.com/resources/blog/?_filter_blog_by_type=us-cert-alerts
https://www.safebreach.com/ransomware-rx/


Other common benefits Deloitte has experienced  
with SafeBreach include:

 ■ Evaluating technology-purchasing decisions to determine 
which tools are more effective than others and inform smarter 
investments.

 ■ Applying BAS as a training tool for security teams and using 
the results to reward accomplishments.

 ■ Using BAS as the “tip of the spear” for mergers and acquisitions 
(M&A) risk assessment.

 ■ Determining if gaps are being missed by overworked teams to 
evaluate the extent of burnout and cyber mental health issues.

 ■ Improving storytelling at the executive level to explain the data 
behind identified risks and determine where to spend scarce 
remediation resources.
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For more in-depth detail about how Deloitte leverages the SafeBreach platform, including 
how they deploy it in client environments and how they measure the ROI of BAS, continue 
reading this session recap on the SafeBreach blog.

https://www.safebreach.com/resources/paypal-a-story-of-merger-and-acquisition-success-with-safebreach/
https://www.safebreach.com/resources/paypal-a-story-of-merger-and-acquisition-success-with-safebreach/
https://www.safebreach.com/resources/cyber-mental-health-great-resignation/
https://www.safebreach.com/resources/blog/voices-from-validate-responding-to-cyber-escalation/


With more people working remotely than ever before, 
organizations have had to quickly adapt to “perimeter-less” 
security environments. Cloud security follows a similar 
storyline and has now become the accepted reality as 
data centers have moved to the cloud—and their security 
networks along with them. 
Zscaler noted that, despite all this digital transformation 
in recent years, security still has the same core challenge 
of verifying user identities. When it comes to security 
validation, it’s not just the endpoint or infrastructure that 
matters, but also the identity of the user behind the access 
to an application.
The concept of zero trust was introduced to resolve 
the issue between all these moving parts. With so many 
different networks people connect with, zero trust focuses 
on identity by asking who is accessing what application. It 
can also add context around what device is being used 
and even what level of risk may be tied to the user.

Simplifying Posture 
Management
A representative of Zscaler’s product management team sat 
down with Itzik Kotler, CTO and co-founder of SafeBreach, 
for a fireside chat focused on how the Zscaler Zero Trust 
Exchange platform, MITRE ATT&CK, and SafeBreach BAS can 
work together to optimize security posture across complex 
environments. 
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https://www.zscaler.com/resources/security-terms-glossary/what-is-zero-trust-exchange


Zero trust solutions like Zscaler’s allow users to extract security away from 
the network and bring it back to what matters: identity and applications. 
But regardless of how well zero trust is used and implemented, there still 
needs to be an automated, ongoing validation component. 

“As our network environments become more complex, you 
can’t expect humans alone to manually assess security 
posture. Automation and visibility across the board  
are essential, as is the ability to continuously validate the 
what-if scenarios.”

 Zscaler

An organization’s security technology may be first-rate, but it’s 
ultimately only as good as its configuration and will always be prone to 
human error and lapses in judgment. This is where continuous security 
validation powered by a BAS platform like SafeBreach becomes critical.
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To learn more about how our joint solution integration helps organizations improve security 
posture, and to understand how BAS is essential technology for working with the MITRE 
ATT&CK framework, read the full SafeBreach blog post.

https://www.safebreach.com/resources/blog/voices-from-validate-simplifying-posture-management/


David’s rousing Validate session first got our 
audience of cybersecurity professionals 
up on their feet for a round of “networking 
pickup lines”—a fantastic ice-breaking 
and networking-skill-building activity—
followed by an open-mic dialogue focused 
on finding answers to some of the toughest 
cybersecurity questions. 

Big breaches are often front-page news these 
days, with executive stakeholders learning of 
them in real-time—right along with CISOs and 
their security teams. These business leaders 
won’t hesitate to immediately ask their 
appointed security leader, “Are we safe?”

Answering the Tough 
Questions with David Spark
David Spark is a veteran tech and cybersecurity journalist who has appeared in 
numerous media outlets. In another life, Spark worked as a touring stand-up comedian, 
a San Francisco tour guide, and comedy writer for The Second City in Chicago. He 
now gets to put his security expertise and stage presence to perfect use as producer 
and regular host of the CISO Series.
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Timing is critical in these circumstances, and the faster you can 
react and reduce exposure, the safer you are, and the happier 
your leadership team will be. Security professionals in the Validate 
audience provided a range of actionable, pragmatic steps to 
follow in the wake of new attack headlines:

Review your defenses and the attack methods used to 
understand how far the attackers would have gotten in your 
environment

Take note of what the victim organization did to respond—
and compare that with your company’s own response plan

Prepare a statement for internal and external stakeholders 
about your team’s response

Bring compelling data and facts to your C-suite to provide 
assurance that you’ve validated your controls and you are 
safe against this attack

V O I C E S  F R O M  V A L I D A T E :  D A V I D  S P A R K  14

Want to know what other tough questions David posed to the Validate 
audience? Read the full blog post over on the SafeBreach blog.

Fortunately, the majority of our Validate 
audience also happened to be SafeBreach 
users. They know we uphold a 24-hour 
SLA on US-CERT and FBI Flash alerts, so 
they can confidently and quickly report that 
they’ve simulated the new attack safely 
with our breach and attack simulation (BAS) 
platform, identified their level of risk, and 
remediated any potential vulnerabilities. 
And with SafeBreach’s customizable 
reporting, the process of providing clear 
data to back this up is a breeze.

https://www.safebreach.com/resources/blog/voices-from-validate-answering-the-tough-questions/
https://www.safebreach.com/resources/blog/?_filter_blog_by_type=us-cert-alerts
https://www.safebreach.com/resources/blog/?_filter_blog_by_type=us-cert-alerts


Ashley defined cyber resilience as an organization’s ability 
to prepare, detect, and respond to a cyber event, and she 
emphasized the importance of being able to minimize any 
disruptive impacts and learn from any failures. Avi added 
that cyber resilience shouldn’t just account for technology, 
but it must also encompass the people and processes 
behind your security posture. 
Jimmy discussed how the Netflix security team has made 
regular use of chaos engineering to stress test the resilience 
of its environment and team. An attacker isn’t likely to 
warn you of when or how they will attack, so red team 
exercises should have that same level of unpredictability 
and complexity.
The unrivaled ability of BAS to help build and enhance 
cyber resilience was a key theme. Jimmy noted how the 
SafeBreach BAS platform has proven to be an invaluable 
means of enhancing Netflix’s resilience both in its ability to 
validate their security ecosystem, as well as test and train 
their employees. 

Building Cyber 
Resilience 
To close out the day, we were treated to a dynamic panel 
discussion focused on cyber resilience. Moderator Richard 
Stiennon, research analyst and author of the annual 
Security Yearbook, was joined by Jimmy Sanders, VP of 
information security for Netflix; Ashley Baich, readiness and 
crisis management security consultant for Accenture; and 
SafeBreach’s own CISO, Avi Avivi. 
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Jimmy listed two essential components of resilience-building security 
technology like BAS:

 ■ Automated Analysis. There’s no manual way to deal with all the data and 
avoid having key intelligence fall through the cracks. Automation enables 
security analysts to focus their attention where it’s needed most.

 ■ Continuous Functionality. When the customer experience—and 
attacker schedule—is 24/7, so too must be your approach to security 
validation. Point-in-time testing can only tell you how safe you were at 
the moment the test was run. 

Ashley also noted the flexible and customizable nature of the SafeBreach 
platform, enabling it to be applied to the most at-risk areas of a business 
strategy. For her clients, BAS has been a game-changer in its ability to ensure 
critical operations can remain up and running in the face of a disruptive attack. 
Avi closed the discussion by doubling down on the integral role BAS plays in 
the cyber resilience process of implementing the right technology, processes, 
and people, validating those resources, and then reassessing and repeating 
the process again and again. 
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“Cyber resilience is about prevention—building 
a multilayered fortress of defense for our 
environment—and it’s about reaction. How 
quickly can we detect and recover once an 
attacker’s breached our environment? This 
multifaceted approach is the best way to 
build resiliency and keep our customers and 
employees as safe as possible.”

 Jimmy Sanders 
Netflix

To learn more about this expert panel’s take on cyber resilience, including the importance of 
running real-world attack simulations and building more resilient security teams, check out the 
full SafeBreach blog recap. 

https://www.safebreach.com/resources/blog/voices-from-validate-building-cyber-resilience/ 
https://www.safebreach.com/resources/blog/voices-from-validate-building-cyber-resilience/ 


Join Us for Validate 2023
After two years of virtual events, it was exhilarating 
to gather in person once again for Validate 2022. 
A gigantic thank-you goes out to our speakers 
and attendees for helping us set the bar high 
with this inaugural event. 

We are thrilled to announce the Validate summit 
will be back in 2023. Mark your calendar and 
get set to join us on Wednesday, May 17 at 
The Star in Frisco—headquarters of the Dallas 
Cowboys—for another day of cybersecurity 
conversations and community building. 

https://www.safebreach.com/validate-summit/


About SafeBreach
Combining the mindset of a CISO and the toolset of a hacker, SafeBreach 
is the pioneer in breach and attack simulation (BAS) and is the most widely 
used continuous security control validation platform. 

SafeBreach continuously executes attacks, correlates results to help visualize 
security gaps, and leverages contextual insights to highlight remediation 
efforts. With its Hacker’s Playbook™, the industry’s most extensive collection 
of attack data enabled by state-of-the-art threat intelligence research, 
SafeBreach empowers organizations to get proactive about security with a 
simple approach that replaces hope with data. 
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